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          HIPAA Minute #9

HIPAA Final Security Rule Issued 

The long-awaited Final Security Rule has now been issued, with a compliance date of 

April 21, 2005.  Here’s a snapshot of what the Security Rule covers and how it will impact VHA.

What does the Final Security Rule mean for VHA?

VHA will follow VA national guidelines.  The VHA HIPAA Program Management Office is coordinating activities with the VA Enterprise Privacy Program, Office of Cyber Security.
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All these Rules--what’s the difference between Privacy and Security, and the two Rules?

Privacy has to do with the confidentiality of patients’ health information—Security has to do with safeguarding that information.  The Privacy Rule, somewhat overlapping the Security Rule, requires the implementation of “appropriate administrative, technical and physical safeguards” for Protected Health Information (PHI) in all forms.  The Security Rule applies only to PHI in electronic form, but the Security Rule’s guidelines are expected to be used to further define and interpret the “safeguards” mentioned by the Privacy Rule.  In a sense, the Security Rule supports and amplifies upon the Privacy Rule.

What’s the essence of the Security Rule?

A covered entity, such as VHA, must meet four requirements:

1. Ensure the confidentiality, integrity, and availability of all electronic protected health information that it creates, receives, maintains, or transmits

2. Protect against any reasonably anticipated threats or hazards to the security or integrity of such information

3. Protect against any reasonably anticipated uses or disclosures of such information (except for certain permitted or required uses and disclosures, as specified in the Privacy Rule)

4. Ensure compliance by its workforce

What about implementation?

Two-step process.  The Security Rule mandates first a security risk assessment, and secondly implementation and management of appropriate countermeasures.

Training.  The Rule requires appropriately updated Security training for the entire VHA workforce.

For VHA-specific questions or additional information, contact the VHA HIPAA PMO (see box below).
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April 14, 2003—Privacy deadline





October 16, 2003—Electronic Transactions deadline





April 21, 2005—Security deadline 











HIPAA PMO at a glance…





Director: Barbara C. Mayerick         Interim Deputy Director: David McDaniel  


Staff: Connie Baher, John Skilling, Terri Humphrey, Kim Roberts         VHA Privacy Officer: Stephania Putt   


Email: hipaa.pmo@hq.med.va.gov         Telephone: 202.254.0385        �   SEE NEW PHONE NUMBER!!


Website:    � HYPERLINK "http://vaww.va.gov/revenue/projecttools/hipaa.htm" ��http://vaww.va.gov/revenue/projecttools/hipaa.htm�     See the website for postings of previous HIPAA Minutes.











